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Abstract—With the increasing popularity of online video shar-
ing platforms (such as YouTube and Twitch), the detection of
content that infringes copyright has emerged as a new critical
problem in online social media. In contrast to the traditional
copyright detection problem that studies the static content (e.g.,
music, films, digital documents), this paper focuses on a much
more challenging problem: one in which the content of interest is
from live videos. We found that the state-of-the-art commercial
copyright infringement detection systems, such as the ContentID
from YouTube, did not solve this problem well: large amounts of
copyright-infringing videos bypass the detector while many legal
videos are taken down by mistake. In addressing the copyright
infringement detection problem for live videos, we identify several
critical challenges: i) live streams are generated in real-time
and the original copyright content from the owner may not be
accessible; ii) streamers are getting more and more sophisticated
in bypassing the copyright detection system (e.g., by modifying
the title, tweaking the presentation of the video); iii) similar video
descriptions and visual contents make it difficult to distinguish
between legal streams and copyright-infringing ones. In this
paper, we develop a crowdsourcing-based copyright infringement
detection (CCID) scheme to address the above challenges by
exploring a rich set of valuable clues from live chat messages.
We evaluate CCID on two real world live video datasets collected
from YouTube. The results show our scheme is significantly more
effective and efficient than ContentID in detecting copyright-
infringing live videos on YouTube.

I. INTRODUCTION

It has been a recent phenomenon that online social media
(e.g., YouTube and Twitch) allow users to broadcast live videos
to audience worldwide [1]. These video sharing platforms are
fundamentally different from “static” content distribution plat-
forms (e.g., Netflix and Hulu) because streams are generated
and consumed in real-time. The live videos (e.g., real-time
game play, live TV shows) create great revenues for both live
stream uploaders (often referred to as “streamers”) and the
video sharing platforms. For example, according to a recent
survey [2], the live video market is estimated to grow from
30.29 billion US dollars in 2016 to more than 70 billion US
dollars by 2021. With such incentives, YouTube has attracted
over 76,000 active streamers in March 2017 alone and has a
projected growth of 330% new active streamers per month.

This prevalence of live stream platforms also opens the
door for severe copyright infringement issues where users can
stream copyrighted live events (e.g., TV shows, sport matches,
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Pay-per-view programs) without the permission of content
owners. For example, a major anti-piracy agency claims 77
million people watched “Game Of Thrones” season 7 episode
1 via unauthorized live videos, causing an estimated total of 45
million US dollars of revenue loss to HBO, the legal copyright
owner of the series [3]. One of the main reasons for such
serious copyright infringement is the grass-root nature of the
video sharing platforms: anyone can start a live video stream
on the platform without going through a rigorous copyright
screening process. This leaves room for “rogue accounts” to
host illegal live streams.

Due to the increasing demand of blocking unauthorized
video streams from copyright owners, the video sharing plat-
forms have spent a significant amount of efforts addressing the
copyright infringement problem. One of the most representa-
tive copyright detection tools for live videos is ContentID [4], a
proprietary system developed by YouTube to detect copyright-
infringing video uploads. In ContentID, each uploaded video
stream is compared against a database of files provided by
content owners to check for copyright issues. ContentID also
uses the self-reports from content owners when they identify
pirated videos. Unfortunately, ContentID has received heated
criticisms from both video streamers and copyright owners
due to its high false positives (i.e., falsely taking down legal
streams) ! and false negatives (i.e., constantly miss copyright-
infringing videos) 2. In fact, our empirical study showed that
the ContentID failed to catch 26% of copyrighted videos after
they have been broadcast for 30 minutes and shut down 22%
video streams that are not copyright-infringing.

Several alternative copyright protection techniques (e.g.,
digital fingerprinting and forensic watermarking) can help
track down pirated content effectively. However, such solutions
require the original copy of the copyrighted content in advance
to extract unique video features or embedded identifiers (e.g.,
digital watermarks or serial numbers) for tracking. Therefore,
they are often applied on static content (e.g., eBooks, music
and films) and are not suitable for live videos that are
generated in real-time. Several tools have been developed to
detect the copyright-infringing content by examining the video
content (referred to as “video copy detectors”) [5]. However,
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